Code-makers & Code-breakers
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The Affine Cipher
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Introduction to the Affine Cipher 

Have you ever tried making a secret code? On this sheet, you will see how to use maths to make a code.  First, we have to replace all the letters by numbers:

	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M

	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12


	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25


Next, we can encode our message. Two examples of the Affine Cipher are given


Example 1
(KEY: Add 3)

Plaintext:
Julius Caesar used codes

Numerical translation: 9,20,11,8,20,18,2,0,4,18,0,17,20,18,4,3,2,14,3,18

Transform (add 3): 12,23,14,11,23,21,5,3,7,21,3,20,23,21,7,6,5,17,6,21

Ciphertext:  MXOLXVFDHVDUXVHGFRGV



Example 2 (KEY: Multiply by 5, Add 2)

Plaintext:
Look carefully

Numerical translation:  11,14,14,10,2,0,17,4,5,20,11,11,24

Transform:   5,20,20,…

Ciphertext: FUU,…
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How does (11x5)+2=5 ? Or (14x5)+2=20 ? 

HINT: When telling the time, what’s 10am+4hrs ? How does this relate to the alphabet? 
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Complete the rest of Example 2
Encoding Using The Affine Cipher 

	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M

	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12


	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25


You have seen the idea of a key on the first sheet: It tells you how to encode the message. Here is a way of writing the key:

C = (7P+3) mod26
(P=plaintext number, C=ciphertext number)

This tells us that to encode a letter you take the number of the uncoded (plaintext) letter, multiply by 7 and add 3. The ‘mod26’ stands for modulo arithmetic and means ‘divide by 26 and take the remainder’.  

For example, to encode G:

(1) G corresponds to 6 



(2) (7x6)+3= 38

(3) 38/26 = 1 r. 12 so 36=12mod26

(4) 12 corresponds to M
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Using the above key, encode this message:

"Success is a journey, not a destination.” (Ben Sweetland)
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Using a new key of C = 4P mod26 encode the following:

Never say never


What is the problem? Why? 


This problem means that 4 is not a key for the code.
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Can you find all the possible keys? What are the requirements for a good key?

Decoding Using The Affine Cipher 

Pretend we have a key which is C = (3P + 1)mod26 . If we are trying to decipher a message we will have a number for C, and we will be trying to work out P.


Example 1. Ciphertext= E, so C=5

5 = (3P+1) mod26

(1) subtract the 1

4 = (3P) mod26

(2) multiply by 9

36=27P 
(3) REMEMBER!!!! Because it is mod26 we divide by 26 and take the remainder!!!

10=P mod26

Hence the plaintext letter was K.
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Why did we multiply by 9 instead of dividing by 3? What would we multiply by if we had 5P instead of 3P? 
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The key used to encode the following message was C = (3P+4)mod26  See if you can decode it. (HINT: You might recognise it!)

20,17,16,3,2,17,22,9,20,3,12,11,16,9,25,16,14,20,17,16,3,2,17,22,9,20,3,12,11,16,9,25,16,14,20,17,16,3,2,17,22,9,20,19,2,17,13,3,12,11,16,20,17,16,3,2,17,22,9,20,7,3,2,17,22,3,12,11,16,4,11,11,4,17,13,2,17,9,25,16,13,4,3,8,17,16,6,6,7,2,17,13,9,25,16,14
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M

	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12


	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25


The Affine Cipher 


Teachers’ Notes

Target age: Y7/8 (11-13 year olds)

Curriculum: Functions, Equations, Common factors, Problem-solving

Overview

This activity introduces students to cryptography, in particular the mathematics behind the affine cipher (which encodes by permuting the alphabet using both addition and multiplication). The sheets progress from encoding messages to having a go at decoding. This is fairly demanding and there is great potential for using the material with gifted and talented students.

If you have the CD ‘The Code Book’ (obtainable from http://www.simonsingh.net) then go to the index and type ‘affine’ for more information.

Introduction to the Affine Cipher

The first question on this sheet is calculated mod26. 

Example 2 should be: 5,20,20,0,12,2,9,22,1,24,5,5,18

Encoding using the Affine Cipher

You may wish to discuss how to manipulate numbers in mod26 before starting this sheet. They will only need a basic understanding for encoding. The first encryption should be: 

25,13,17,17,5,25,25,7,25,3,14,23,13,18,16,5,15,16,23,6,3,24,5,25,6,7,16,3,6,7,23,16

Z,N,R,R,F,Z,Z,H,Z,D,O,X,N,S,Q,F,P,Q,X,G,D,Y,F,Z,G,H,Q,D,G,H,X,Q

The second encryption should be: 0,16,6,16,16,20,0,18 which clearly is a problem since different letters have been enciphered with the same numbers. This is because 4 has a common factor with 26 (for those of you who understand group theory, it has no multiplicative inverse in the integers mod26 under multiplication).

Any number 0 to 25 that does not share any factors with 26 will make a good key (ie a 1-1 not many-1 function). Here (for interest) is a way to prove that:

Let our key be C = aP + b mod26 , and let a be coprime to 26 (hcf(a,26)=1)

Assume  (for a contradiction) there exists a P1 and a P2 (integers between 0 and 25, P1≠P2) such that:

aP1 + b = aP2 + b mod26

=>
aP1= aP2 + 26y
where y is an integer

=>
a(P1 – P2) = 26y
NOTE: since hcf(a,26)=1 , there exists an integer z such that:


za = 1 mod26 
hence


za(P1-P2) = 26zy

=>
P1-P2 = 0mod26

=>
P1 = P2mod26

=>
P1 = P2 

since both are less than 26 by assumption. Contradiction! Hence there exist no such P1 and P2 and our key is good.

Decoding using the Affine Cipher

We multiply by 9 because 9*3 is 1 more than a multiple of 26 (9 is the multiplicative inverse of 3, mod26). If we had 5, we would multiply by 21.

The message decodes as:

One Ring to rule them all, One Ring to find them, One Ring to bring them all and in the darkness bind them
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